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Information Security Engineer 2

Collective Data is seeking a security professional ready to lead key initiatives. You'll
manage threat detection, vulnerability remediation, and policy enforcement, while
collaborating with engineering and leadership to improve our security posture.

Responsibilities:

e Lead incident response efforts including triage, containment, and recovery

e Escalate complex incidents to senior engineers or external partners per
escalation protocols

e Maintain incident response documentation and contribute to post-incident
reviews

e Ensure incident handling meets contractual SLAs and reporting
requirements

e Manage vulnerability assessments

e Administer antivirus/malware platforms

e Manage user identity and access controls

e Enforce MDM policies

e Implement and manage MFA solutions

e Maintain and tune SIEM and threat detection systems

e Conduct security awareness training and phishing simulations

e Support compliance efforts (e.g., SOC 2, NIST, ISO27001, HIPAA, CJIS)
e Collaborate with cloud and infrastructure teams on secure deployments
e Represent security in vendor and client engagements

Preferred Experience:

Administration of static/dynamic scan tools such as Tenable, Veracode, or
SonarQube

Familiarity with Proofpoint for email security

Experience with antivirus/malware solutions like SentinelOne, CrowdStrike, or
Microsoft Defender

Microsoft InTune or RMM tools for MDM policy enforcement

Basic understanding of SIEM platforms and endpoint protection

Hands-on experience with Proofpoint for email threat protection
Familiarity with secure coding practices and static/dynamic code analysis
Experience with MFA tools and identity governance

Experience with security frameworks (NIST, CIS, ISO 27001)
Certifications such as CISSP, CISM, or Azure Security Engineer preferred
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Qualifications:
e 3-5 years of experience in cybersecurity or related field
e Strong understanding of network, cloud, and endpoint security
e Ability to lead projects and mentor junior staff

Location:
e Collective Data promotes an in-office collaborative work environment.

Who is Collective Data?

Collective Data is a leading provider of Fleet Management and Asset Management software
for both the public and private sectors. Our mission is to empower organizations with
intelligent software solutions that help streamline operations, reduce costs, and improve
efficiency.

Why Join Us?

At Collective Data, we value innovation, collaboration, and the personal growth of our
employees. We offer a competitive salary and benefits package, flexible work
arrangements, and an environment where your input is valued and encouraged.

Interested in making a difference with Collective Data? Please submit your resume and
cover letter detailing your relevant experience to careers@collectivedata.com

Collective Data is an Equal Opportunity Employer. All qualified applicants will receive consideration
for employment without regard to race, color, religion, sex, national origin, or protected veteran
status and will not be discriminated against on the basis of disability.
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